POST /api/auth/access-token
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lso Endpoint. lewol, g lpelde weSu veds Sho, Ul wuv I Decode o, ,pus Syde g o) pogyw
wbosy whlpeols lposws: wsSH 83 V sjo el psSws. IS o) Silp I WlSws ols pu9,8 ) IP.
sleve sl gvewe wiss) Sus LTsluwe ol wsle thls 23358 J> psuvso.
1. 5,slcéew access token | $request->data ¢ Decode ol SJs> env('IWT SECRET KEY') .
2. wrdsd User-Agent ol DeviceDetector o,ls lgwetle lbdlgle py9,8, eds (0lp s
OuwTo).
3. wlwg slgds checkBrowser() pdlsuwols wso pus,S) Gowyuie 3, @980 9 pULS,
Ieds lugle psdoo.
4. 18, posuS, wbosd sluve pvoow IP ospvs psyvsd!
o IS, IP Beds ! uip ) wsSU sl vl sSs | IPols tuesues (10.%/192.168.% /
172.16.%) optslos slgve. bleo sle psyvgs.
5. obosy@sleye iss ol ooy, Domain s gglpwe.
6. obousy gvulygwoe gvgwo brn ol g 905 branch >,¢glpwe.
7. 5, veorw Bwsds opo piltd: slowy lo)los, Beld (status=1. wogu wdsS).
8. wodsd welSU tasd wl wlewl) jsu:

Iltypll: Ilbasell'
"iss": "domain.com",



"aud": "domain.com",
"iat": 1731964000,
"nbf": 1731964000,

"exp": 1732568800, /] 7 595

"uuid": 54,

"brn": 2,

"uip": "10.0.0.15",

"brw": { "name": "Chrome", "version": "122.0", "type": "browser" }

?27°?7?7°? 2?7?7777 (Request Body)

wblew, st sbe Iles w9yesST

data.access_token string (JWT) wdo WSy Weds SLu, So
olss wopwl yu,yg, Decode
s lewobuwots gwso.

branch integer wdo owolgwoe gvgwo Weds tow
CJSJL').

POST /api/auth/access-token
Content-Type: application/json
Domain: example.domain

"branch": 2,
"data": {
"access _token": "eyJhbGciOiJIUzI1INiIsInR5cCI6..."

?2°?°7?7? 7?7?77 (Response - Success)

"user": {

"uuid": 54,

"from": "users",

"role": "admin",

"isAirPlusAdmin": true,

"group": "core",

"data": {
"displayName": "Ali Pour",
"email”: "a.pour@example.ir",
"photoURL": "https://storage.service0l.ir/media/avatar/robot.png",
"services": { "telegram": false },
"personnelld": "P0OO999",



"branch": [0,1],
"access": [ ... 1,
"shortcuts": ["temporary-registration","online-ticket","trade-management","customers"]

}

I

"access token": "new.jwt.token.generated"
}

st tll T tlel
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changeBranch dwolgwo gvgwo wiss) Sy (eedllowild Sho, vso
personnelld Olpewe) w920 @Sy sl tbls JpiSuvlss JWT.

Uesvo tbls wEgss, IP:

{
"error": {
“"type": "changeIp",
"message": "gpgse lsuvouo giel cfssy wsdl Syo0",
"details": {
"token ip": "10.1.1.2",
"current ip": "45.66.88.100"
}
}
}
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w980 s wl Sulutlye firebase/php-jwt 5 [JSs,swp HS256 wodsy psyvgd! eow lewol, To Vg
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o [ Il cusestdels prsls: Sua,d opelo ¥ glpd (Browser + IP + Domain + Branch)
dod b lzsls wesSw.

o [ prlwbe | gugyso woSU: tdsSsus I lpweddle L JWT 5, o558, sl gveorSe 258,
e [ wlsssslpue gesgyt pdlsuwe pdsl, iss 5, 05, IWT Ol pdsl, 03, 5,¢slowe (Domain).

o [] sguwygns Suw,duvse Redis: O,Ssl,s pslowols Jlob gusuvep | puvs, cache
PT292.

o A wouoso: lgpld uut progdunlis (Rate Limiting) o ls chgf&Js L zedo wgewdg pw JWT.

?2°??°7?°?7?7?7?? (Dependencies)

e use Firebase\|WT\JWT;

e use Firebase\|WT\Key;

e use DeviceDetector\DeviceDetector;

¢ use DeviceDetector\ClientHints;

e use DeviceDetector\Parser\AbstractDeviceParser;
¢ use Carbon\Carbon;

e use llluminate\Support\Facades\Redis;

e use App\Models\User;
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e luolsoS )50 wyuws Device ID sSol wls tdsSsus I zed User-Agent.
o 95900 refresh-token ezl o ls spwe,uvs psdew ol gl 9> (SCOped access).
e sts,0 JIS wEss, IPol 5, Systemlog zow wrdsd wosssle.

e lgolJ Expiration Dynamics (IP-based TTL) o, I gwlgw pobdo zéoldslss SLho,.
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