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POST /b2c/vl/auth/basic

B2C Colleague Authentication (Basic)
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Colleague Login

URL: /b2c/vl/auth/basic

Method: POST

Controller: V1UserController@authBasic
Auth: Public (Guest Access)

Headers (?7??77?77?)

Header Name Description

Domain sleve pwlsw gow wow 5, weSy (iss/aud).

Body Parameters (??7?7?7)

Parameter Type Description
username String ole Sheus epSh.
password String P Ew9-

branch Integer owolywo yugwo weld (Office ID).



Response Structure (Success)

access_token
user.uuid

user.role

user.ceiling

user.data

Key

Example Responses

). po 99 s Ips (Login Success):

{
"user": {
"uuid": 105,
“from": "colleague",
“type": "agency",
"role": "partner",
"data": {
"id": 88,
"title": {
"fa': "Tlow awlésos Twelo",
"en": "Aseman Travel Agency"
I
"subtitle": {
"fa": "userl23 - gds _plos",
"en": "Aseman Travel Agency"
I

"additional": false,

"avatar": "logo 105.jpg",

sex .

"male" ,

"first name": "Ali",

Description
@SV v,y uws JWT ol bod gp, V s
uwolywo ,Sg 0 0pSl) 5, To9d colleagues .

VB 0pSL:
e pledger (IS, type=1 oljus - peogon)
e partner (ywls, esld - 0pSh))

lbdlgle pwiu lewol)s:
e amount : poJg lewol,

e deadline : poJo wywsso (plolyo)

Tchu wssle guled vle Tjk)uu: Jgjg. wJuy g SHeds
welto zovlo.



"last _name": "Rezaei",
"first name fa": "gJs",
"last name fa": " jlss",
"mobile": "09121111111",
"phone": "02188888888",
"national code": "0055555555"
I
"level": 2,
"ceiling": {
"amount": 50000000,
"deadline": 1
I
"expired at": null
I
"access token": "eyJ0eXAi0iJjb2xsZWFndwWUiLCJhbGci0iJIUzI1NiJ9..."

Y. gl - lbJlgle uls,gue (Invalid Credentials):

{
"error": {
“type": "username",
"message": "lbJlgle gl 5 gwoo opgglos wol o
}
}

Y. ¢l - cuvle gs,9eld (Inactive Account):

{
"error": {
“type": "username",
"message": "gpeso giel wesso Esoveld s ol "
}
}

Technical Logic

Request (User + Pass + Branch)
l



Query DB (" colleague_auth’)
Match Username & Branch
Check expired at > Now (or Null)
l
Record Found?
l Yes

Verify Password
Hash::check(input, db_hash)
{ No
Error: Invalid Info

l
Status == 17

! Yes (Active)

Logging
Dispatch “SystemLog™ to snaillob queue (10min delay)
! No (Inactive)
Error: Inactive Status

l
Generate JWT

Type: colleague

Claims: uuid, brn, uip, brw
l

Return User Data + Token
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