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POST /b2c/vl/auth/submit

B2C Verify OTP & Login
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Sdlsuw Sssslves (OTP) )l o ople guulgwe el Luwld psS 0. pvsgvee Sl o) go9d
otp_requests lewol,uwors Syse (wuuws loduel 5 e luvedloe Bods) 955 Lesw LeTw: 9uPESw
Sl wo "lpwedlie Gudo" wESS) S0 9 sS JWT Token ol lgwol, V95 wls SLo, wols, psSoo.

Submit OTP

URL: /b2c/v1/auth/submit

Method: POST

Controller: V1UserController@authSubmit
Auth: Public (Guest Access)

Headers (?7??77?77?)

Header Name Description

Domain slevo pwlsw W sun (tow wow >, Payload weSy wo guslu

iss ¢ aud ).

Body Parameters (??7?7?7)

Parameter Type

u"iuu|u»o puu|dJ (-))x.SlJCJ o Dy

passenger_id Integer
<lovt potde dod).

otp String/Int Sy sSuly puesud slvws o) wsled.



Parameter

branch Integer

Response Structure

Key
status

access_token

user

Example Responses

V. po 99 s Ips; (Login Success):

{
"status": true,
"user": {
"uuid": 5421,
“from": "user",
"role": "passenger",
“type": "passenger",
"level": 1,
"data": {
"title": {
"fa': "eges ereds”,
"en": "Mohammad Mohammadi®
I
"sex": "male",
"first name": "Mohammad",
"last name": "Mohammadi",
"first name fa": "pgpeo",
"last _name _fa": "pgeos",

"mobile": "09121234567",
"national code": "0012345678"

Type Description

Uwolgwe gugwe (tow wow s, Sdse
brn weSV).

Description
setsw gpdslw (true).

@SV Iyl egsw (JWT) So wlss 5, 00, Authorization:
Bearer ... )Jt9|uuuo|§ wEds |)uu|J uvgd.
I |&og|)2 FFA - wlopsoe (6S odwo).

TquSu Cls& ”oJl&lu w.,_,Jjgg_ﬁLSJ gSng_JJ (le; ()lro tlogl)gfdn
polsd s Soeds).



+
"access token": "eyJ0eXAi0iJKV1QiLCJhbGci0iJIUzI1NiJ9..."

Y. tbls vlpgo o, w950 S> (422 Unprocessable Entity - Code 1209):

{

"status": false,

"code": 1209,

"message": "o, sSoly e 9l gido peoo, vps ol
}

Technical Logic

Request (ID + OTP)
l
Validate OTP
Check table "otp_requests’
Match ID & Code AND
Not Expired AND Not Used
! Invalid
Error 1209
Return 422 JSON
! Valid
Update OTP
Set is used =1
l
Fetch User Info
SELECT from “customers®
Detect User Agent (Device)
l
Generate JWT
Claims: uuid, branch, ip, domain
Exp: +7 Days
l
Return Token + User Data
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